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Note that the information contained in this Speaker’s presentation (“Speech”) is provided with the understanding that the authors are not rendering legal, regulatory or other
professional advice and services. As such, it should not be used as a substitute for consultation with competent advisors. In this context, the Speech does not purport to provide
comprehensive full legal or other advice. Forvis Mazars Switzerland and the contributor accept no responsibility for losses that may arise from reliance upon information contained in
this publication. All information in this presentation is provided “as is” with no guarantee of completeness, accuracy, timeliness or of the results obtained from the use of this
information, and without warranty of any kind, express or implied, including, but not limited to warranties of performance, merchantability and fithess for a particular purpose. In no
event will Forvis Mazars Switzerland, its related partnerships or corporations, of the partners, agents or employees thereof be liable to you or anyone else for any decision made or
action taken in reliance on the information in this presentation or for any consequential, special or similar damages, even if advised of the possibility of such damages.
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Introduction: the macro-level view of Whistleblowing
Detecting Integrity breaches

Detection is of utmost important because:

Integrity breach as part of business External pressures and costs on the rise

Regulatory pressure on Integrity matters has highly
increased and will continue to do so.

Corruption is a criminal offense in most countries.
Costs of fraud have a real, financial impact on

» [ntegrity breaches encompass all kind of malpractices
(fraud, including corruption, harassment, non-ethical issues)
= Such misbehaviors are committed at all levels of the

organization (management, operations, workers)
= There are internal and external threats
» Workplace misconduct is perpetrated all around the globe,
including in Europe (no geographical boundary)

organizations, plus possible sanctions.

It may imply significant human and reputational costs.
Harassment and ESG topics are also now becoming
part of the regulatory and legal landscapes.

The mechanisms of a whistleblowing program shall be assessed reqularly and adjusted constantly as schemes evolve and
become more complex. Its efficiency shall also increase over the time.

COMMENT: Integrity breaches may have significant financial and reputational impacts for an organization.
- Example: the average cost of fraud only for a corporation amounts to 4-5% of annual revenue (ACFE, 2010-2024).
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Introduction: the macro-level view of Whistleblowing
The most important detection channel

Three large categories of detection ways for Integrity breaches:

Corporate culture Corporate controls External tip-off

“ident (It 'Iness,
eplc ant, et
aw en, me nd
*horities Jations
N gative media
* NGu , —...cinal alert systems
= Foreign jurisdictions

Internal / external audits
Risk management

» Informal internal tip-off Compliance Management

» Whistleblowing channel Corporate security

= Awareness Change of personnel /
separation of duties

FIG. 13 HOW IS OCCUPATIONAL FRAUD INITIALLY DETECTED?

Source: ACFE, 2024 Report to the Nations

The “Corporate Culture” category has ever

been the most important one, with the “tips” from Tip 43% FIG. 14 WHO REPORTS DCCUPATIONAL FRAUD?

employees (informal and through organized alert _ _14%
systems; historically through hotlines and then Internal audit

through online platforms). Employee 52%
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Introduction: the macro-level view of Whistleblowing
What on a global scale?

U.S. Department of

JUSTICE

£ s ROOTS WITH A GLOBAL REACH

= Alert systems have been progressively and strongly developed for more than two
decades in the Anglo-Saxon organizations because of the US legal pressure. It
has implied their EMEA operations, in particular since 2010 onwards.

= Now the regulatory landscape has been designed at the EU level with the EU
Whistleblowing Directive.

= Spreading and increase of the DPAs (Deferred Prosecution Agreement) from the US
all around the world, including current lobbying in Switzerland.

= New US significant legal rulings since 2021: Corporate Transparency Act, Jan.
2021 (effective since Jan. 2024); FEPA (Foreign Extortion Prevention Act), Dec. 2023

STATUS OF TRANSPOSITION i |

THE EU WHISTLEBLOWING DIRECTIVE
= The status of the 2019 Directive’s transposition in the EU: all 27 EU Members with a
Law adopted as of mid-June 2024.

= Only Estonia and Poland had been still transposing it at national level as of mid-May 2024
(Estonia passed its Law on 24 May and Poland on 14 June 2024).

» Switzerland has been directly and indirectly impacted and it is going further...
= Directly: at the Confederation level and in some Cantons (i.e. Geneva in particular, with the LPA)
= [Indirectly: in many large private organizations, often with international presence

Law adopted

Transposed

Source: Website - EU Whistleblowing Monitor, as of 15 May 2024

Forvis Mazars / EQS Experience Day - 18 Sept. 2024



Introduction: the macro-level view of Whistleblowing
Some famous examples ®

United States Attorney

Criminal Div
Southern District of New York g

Money Laundering and Asset
Recovery Section
—_— The Sitvio J. Mollo Building Bond Build
(3: Y;::; An:.in s Plaza 950 1400 New Y:rgk Ave, NW
A New York 10007 Washington, D.C. 3})‘(105

SEC Charges Former Goldman Sachs

E 3 Katherine ) December 12, 2022
i i xecutive With F ATt ——
Sterl

(1) IMDB (Justo / journalist B. Brown) CPA Violations Brmasl

FORMEDITE ReLcase Yok New Yok Itz ¢
Samuel W, Seymogy Z 3 ("'DIAA i
Wstington D.C. Dec. 16, 2019 — The Secures S'“'_“‘fahmw.:ﬂﬁ s (‘"BJ'M v (9
0% 2 former Godiman Schs o g a7 COTISS0 oday amunc Totoan & Cromwel LLp
©omuption scheme, by which he Up Inc. exeoutive Tim Leissner for engaging in a \ami"‘“
o ot i s TS f s by it s s

(2) Danske Bank (Wilkinson) e g A . e ey
Permanent bar flom the securies ety %01 Comupt Practices Act (FCPA) thatincues 5 States v. Danske Bank 475
Aecrding othe SEC' ordey bgiping BLEAAGREEMENT
Goldman .usedaw:panywm- Lm’asmﬂmmﬂgingm T Rl (e 1) e ;
Malaysia and the Erratof {0 bribe high. s of America, by " Rules of Ciming)
hodainmmam&mmm naeauafwshl"::mf"mtwm\sh ™ Awmwy‘""’""ﬂmmonuwc Frocedus the United ey

» limina] p;

(3) Other examples in Switzerland and in m:}g&ﬁ@%mmm@%"; “:;hmw T
Europe, with cross-border aspects: UBS e e s B
(Birkenfeld), Petrobras (Magnus), the FIFA e '

case (Blazer), the Russian Laundromat “Wzmﬁmmw”“‘ij

(OCCRP; money laundering through o —

Moldovia and Latvia, global scale). e R Lt T

1 common factor in each case: one whistleblower!

Important take away: KEEP CONTROL!
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The new EU Whistleblowing requirements
In a nutshell

EU mandatory requirements

EU Member States had to implement the EU Whistleblower Directive into national
law until latest December 2021. Delays were observed but they now did it all.

Switzerland's neighboring

France (02/2022), Italy (03/2023), Germany (07/2023) and Austria (02/2023) have
progressively approved new Whistleblower laws according to the EU Whistleblower
Directive: all four adopted between February 2022 and summer 2023.

Commitment for business leaders

Private companies with more than 50 employees need to adhere to the EU
Whistleblower Directive. A period of grace until 17 December 2023 had applied for
companies with less than 249 employees. Public sector is also part of the Directive.

Financial Service Providers

Certain sectors (e.g., Financial Service Providers) have to implement the EU
Whistleblower Directive regardless of the amount of employees.

Protection

A national implementation needs to protect a whistleblower from all kinds of
retaliation (e.g., suspension, termination, demotion, refusal of promotion,
discrimination etc.). The whistleblower’s anonymity has to be protected (access
rights).
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The new EU Whistleblowing requirements
Our view on its impact on Swiss organizations

International Corporates: action!

Internationally operating corporations in
Switzerland which employ more than 50
individuals in an EU country are impacted by
the EU Whistleblower Directive.

The Protection’s challenge

Currently there is no definite protection for
whistleblowers in Switzerland. Courts of law
decide on a case-by-case basis whether a
whistleblower report was justified.

\s5%

Mg

& 15

Whistleblowing Processes globally

We recommend to implement Whistleblowing
processes not only at the headquarters, but also in all
the international locations (or at least in the key ones)

Include many Internal Stakeholders
The implementation of a Whistleblower Directive shall
involve multiple departments: starting with the
Management, involving deeply the Human Resources
department, but also the Data Protection Officer.

Approximately 90% of all Whistleblowers first try to address existing grievances or
misconduct internally before turning to external agencies or the press.*

Source: *Prof. Dr. Hauser et al (2021), Whistleblowing Report 2021
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The new EU Whistleblowing requirements
On a practical basis : the key mandatory points

Handling the alerts (compliance, fraud, ethics)

O Who is concerned? Many organizations as threshold are low. F@@ﬁ’@f ﬂ

O Private sector: 50 workers (exception in the FS) or possibly less at the national level; Public sector: all organizations with possible

exceptions for municipalities with less than 10,000 inhabitants or less 50 employees

O Who can report? Many people in the organization’s ecosystems

O Any person who acquired information on potential wrongdoings in a work-related activity (long list of current and past stakeholders)

O Athree-tiered reporting system: internal, external (with locally-appointed authorities) or public disclosureFactor 2

O Types of internal channels: in-house, outsourced or shared (i.e. for private companies with 50 to 249 workers or for municipalities).

U They must ensure confidentiality and various written or oral ways of reporting (line management, online platform, hotline, etc).

0 Compliance with the EU GDPR and national data protection laws

O The recipient shall be the “the most appropriate person or department” (i.e. independence and no conflict of interest)
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The new EU Whistleblowing requirements
On a practical basis : the key mandatory points

Treatment of the whistleblowers

O Procedural elements (i.e. deadlines): acknowledgement of the receipt of the alert within 7 days, follow-up feedbacks

during the 3 month-period /from the expiry of the initial 7-day time-limit), information of the outcome and closing of the

alerts, track and trace of the alert received and related investigative reports, and adequate storage. F@@i’@lf 3

O Whistleblower’s protection against retaliation (i.e. reversed burden of proof in case of retaliation; possible extended
relatives and close colleagues).
O Proportionate sanctions against organizations that are not able to ensure confidentiality, that obstruct about properly

reviewing or investigating the alerts or that show retaliations. [Factor 4
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The new EU Whistleblowing requirements

How to leverage the key factors

Factor 1 (Scope)
O Whistleblowing policy
O Proactive risk mapping

O Involvement of HR / Human risks

Factors 3 and 4 (Procedures & Retaliation)
O Tone from the Top

O Whistleblowing policy

O Amendment of the HR policies + Ethics officer’s duty

O Information & Communication

Factor 2 (Reporting system)
O Tone from the Top

0 Core organizational and governance impacts
0 Assessment of the possible risk exposure
O Confidentiality of the alert system and GDPR compliance
Q Ethics officer, Independence and clear information flows

O Design of the Whistleblowing management systems
Q Adequation with the aforementioned impacts
O Risk mapping, alert categorization and rights of access
O No language restrictions

O Whistleblowing policy

O Quality of the investigative work
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Whistleblowing and the Best-in-class standards
The ISO-Standard 37002

Understanding the
the organization
and its context
[4.1)

Determining the scope
of the whistleblowing

o | mar system

First edition
2021-07

Whistleblowing management
systems — Guidelines

Systémes de management des alertes — Lignes directrices

4.3)

Understanding the needs
and expectations of
interested parties

ACT

Continuous

improvement (10.1)
Nonconformity and
corrective action [10.2)

impartiality

PLAN
Actions to address risks and
apportunities [6.1)

Whistleblowing management
system objectives and planning
to achieve them (6.2]

[
(  LEADERSHIP

Leadership and
commitment [5.1)
Policy (5.2)

Roles, responsihilities and
authorities (5.3)

SUPPORT
Resources (7.1)
Competence (7.2)
Awareness (7.3)

Document information (7.5)
N

L

CHECK

Monitoring, measurement,

analysis and evaluation [9.1)
Internal audit (9.2)
Management review [9.3)

Receiving reports of
wrongdoing (8.2]
Assessing reports of

wrongdoling (8.3]
Addressing reports of
wrongdoing (8.4)
oncluding whistleblowing

cases (8.5)

INTENDED OUTCOMES:

- encouraging and facilitating reporting of wrongdoing:
- supporting and protecting whistleblowers and other interested parties involved;
- ensuring reports of wrongdoing are dealt with in a proper and timely manner;

- improving organization culture, and governance;
- reducing the risk of wrongdoing.

Figure 1 — Overview of a whistleblowing management system
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Whistleblowing and the Best-in-class standards
The ISO-Standard 37002

ISO 37002: Leadership, Support & Access to the Alerts (i.e. “Governance framework”)

) . Set Approve Demonstrate Informed* Ensure Exercise
7 Governing
body
=
=
% Top Apply Support Embody Informed* Decide Check
= management
% Ongoing deployment support and lobby
@ L
S e Objectives
E 9o
= gé | ] Ongoing support
@ v A 4 h 4
g W. polic Commit- W. channel’s Appropriate Adequate
= - poticy ment content Resources Oversight
By
Design Speak-up culture ~ Case management People/ Tools KPls & Efficiency
‘l‘ Improvement
Delegated decision- Operate T 1 T 1
making body relevant actions Independently

*Regular updates (no operational intervention)
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Whistleblowing and the Best-in-class standards
The ISO-Standard 37002

n
Sromis - Seruces | Aimeriaion B
B rewiore B oscomnmen: O o
e Lo Lo Travai o e
O vwssormeret 0 soiseeser B o
atMassagers Remunsranons.
o a

PLANNING e 8
» Context of the organization

IMPROVEMENT (“Act’)

» Ethics culture

« Action planning & coord. - Needs
- Scope

(Whistleblowing policy / - Objectives
- Flows

Alert type

calibration

FaCtorz - Guidelines

7

URPORT .
' VS v

e o s S T S

\ 4

\ :
V3
\

( OPERATIONS (“Do”) )

» Which Alert system?
e Ethics Committee / Officer

EVALUATION (“Check”)

\. Reporting / Investigations )
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Whistleblowing and the Best-in-class standards
What in relation to Fraud Risk Management?

International regulatory recent developments in Fraud Risk Management

0 COSO** « Fraud Risk Management Framework » (since 2016; updated in 2023)

Q First “Fraud Risk Management Guide” in 2016, with an important update with the ACFE in 2023

O 5 stages: 1-Control environment (“Tone at the Top”, Leadership, Support), 2-Fraud risk analysis, 3-

International Standard on Auditing

Control activities (via prevention and detection), 4-Information & Communication and 5-Monitoring.

Proposed International Standard
on Auditing 240 (Revised)

O International Standard on Auditing (ISA) 240 (existing norm, revision 2024) Relating o rauc i an Audit of
Financial Statements

O Draft, Feb. 2024 — Revision: “Renforcing the professional skepticism throughout the audit” Proposed Conforming and

Consequential Amendments to
Other ISAs

Q “Applying a fraud lens on risk identification and assessment”

O ISO-Standard 37003 (Draft stage) — Coming soon

DRAFT INTERNATIONAL STANDARD
ISO/DIS 37003

Voting begins on: Voting terminates on:

Q Draft, as of May 2024: guidance for the “Fraud Control Management Systems”

Fraud Control Management Systems — Guidance for
organizations managing the risk of fraud

** “Committee of Sponsoring Organizations of the Treadway Commission” is a repute US-based global organization. It aims at
“developing thought leadership that enhances internal control, risk management (ERM), governance and fraud deterrence”.
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Whistleblowing and the Best-in-class standards
What in relation to Anti-corruption?

Alert systems: part of the most important anti-corruption laws globally

O US, UK and China legislations with potential “extra-territoriality”
U The FCPA (and the RICO Act in particular + a few other US Acts, including the recent ones, such as FEPA)
U The UK Bribery Act
U The PRC Criminal Law & The PRC Anti-Unfair Competition Law (AUCL)
O EU countries are also strenghtening their muscles
U Speech of Ursula von der Leyen, The State of the Union 2022, Sept. 2022: a future Anti-Corruption Directive?
U The Sapin 2 Law, in France (n°2016-1691, Dec. 2016), and the related Agence Francaise Anti-Corruption (AFA)
Q The most robust Law in Europe in that field (inspired by the FCPA / UKBA), which is the most-strongly enforced in the EU (also, with DPAS).

U Recent updates of criminal codes (CC) and new legislations in many European countries

O Germany (CC), Ireland (The Criminal Justice (Corruption Offenses) Act 2018, Spain (CC), Italy (CC and the 2019 Spazza Corrotti Law),
Netherlands (CC), etc.
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Whistleblowing and the Best-in-class standards
The national look-up: the French case

O What are the relevant, national legislations of your business operations?

O Transposition of the EU Whistleblower Directive in France since

2022: through the Law of March 2022, effective since September 2022,

which was followed by Decree n°2022-1686, in December 2022.
O Very strict application of the Directive

0 The 2016 Sapin 2 Law effective since June 2017: split into 8 pillars****,
iIncluding Pillar 2 dedicated to the “alert procedure for corruption and other

forms of breach of integrity”. They are all under the “The Tone of the Top”.

O Those pillars are fully integrated and detailed in the AFA questionnaire from Nov.
2018, revised in July 2021.

O Article 17 of the Law (scope): companies with more than 500 employees and
EUR 100 turnover must comply with the requisite processes

O Chapter 2 of the Law: the Articles 6 to 15 are dedicated to protection of
whistleblowers. Article 8 (in force since January 2018) requires enterprises with
more than 50 employees to implement an alert system (Pillar 2).

Décrets, arrétés, circulaires

TEXTES GENERAUX

MINISTERE DE LA JUSTICE

Décret n* 2022-1284 du 3 cl bre 2022 relat H prmﬁd res de mmlil et de it ement des
sig I lements émis par les lanceurs d's I n fI it la Ilst d torités axl % instituées
r la loi n® 2022-401 du 2‘ mars 2022 visai i 6II v la aati n des lai nmurs d'alerte

NOR - JUSC22223680

****71-Code of Conduct, 2-Alert procedure for
corruption and other forms of breach of integrity, 3-
Bribery & corruption risks map, 4- Assessment of
third parties, 5- Accounting procedures, 6-Training,
7-Disciplinary regime and 8-Control & evaluation
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The Investigation challenge for sensitive issues
The Investigation protocol of an Integrity issue

A progressive and structured approach that should be tailored to each case.
Three key factors all along: critical thinking, independency and questioning.

Initial Inltlal Conductlng
m
«Whlstleblowmg» / I
Iessss—] InterV|eW

@@@ technlque @@@
“‘Analysis &
Reporting”

1) Background
2) Allegations
3) Scope / Sensitivity

4) Period of time
5) Substantiation 5 @ﬁ@@@ 2

6) Action plan
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The Investigation challenge for sensitive issues
Focus on the 2 first stages of the Investigation protocol

Planning of
investigation

What to Scope
@ Bd  do”

Timeline

Feedback
Loop for Final
Report

Data
Acqui-
sition

Responsibility
incl.
subcontractor

Engagement

Letter Data Analysis

Confron-
tational gg Final Report
Interviews

Information
Gathering
Interviews

Initial
Assessment
& Fraud
Hypotheses

Email Review

Document
Analysis

Consolidation Results & next Steps
Consolidation Results & next Steps

Plan Data
Acquisition /

ﬂ IT Aspects

Forensic
Accounting
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Key takeaways

Be proactive, organized and smart in your whistleblowing strategy

CRITICITY - Alert systems became mandatory (in the
EU) and are part of a good governance. They are
largely deployed by multinationals. Don‘t lose control!

E ] METHODOLOGY - Whistleblowing systems shall offer
complete confidentiality, no language restrictions and
L]
] :l ensure a guided process, such as with the ISO 37002.

require that everyone is accountable, including

E‘% STAKEHOLDERS - Design and implementation
management. External stakeholders as threats.

DEDICATED RESOURCES - In addition to the design
phase, the responsibilities for handling promptly the

alerts should be clarified and set (i.e. ,reporting office®).

INDEPENDENT INVESTIGATIONS - It should be
ﬁ% evaluated who carries out the investigations (especially

the complex or sensitive ones) and who is responsible
for the follow-up measures.

N —

AWARENESS AND CORPORATE CULTURE -
Framework conditions for education and spread of the

whistleblowing culture should be created and nurtured

(i.e.regular communication, guidelines, trainings, etc).

whistleblowers and ,well-being” of leavers should be a
cornerstone of the HR strategy and compliance teams.

(1 HIIlh LOCAL FIT - Identify your international exposure,
< including in Europe, and monitor the local
11

whistleblowing and criminal laws. Adapt your defense.

@: PROTECTIVE MEASURES - The protection of
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Q&A session

O
O
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Thank you for your listening and participation!




Mazars Forensics in the DACH region
Key contact

Matthias Kiener

Partner, Forensics
Matthias.Kiener@mazars.ch
+41 79 667 36 94

Mazars Forensics in Romandie
Key contact

Florent Mourier

Executive Director, Forensics
Florent.Mourier@mazars.ch
+41 79 826 55 87



mailto:Florent.Mourier@mazars.ch
mailto:Matthias.Kiener@mazars.ch

Contact

Forvis Mazars Forensics in Switzerland

Chemin de Blandonnet 10, CH-1214 Vernier (GE)
Monbijoustrasse 43, CH-3011, Bern (BE)

Herostrasse 12, CH-8048, Zirich (ZH)

Forvis Mazars Group SC is an independent member of Forvis Mazars Global, a leading professional services
network. Operating as an internationally integrated partnership in over 100 countries and territories, Forvis
Mazars Group specialises in audit, tax and advisory services. The partnership draws on the expertise and
cultural understanding of over 35,000 professionals across the globe to assist clients of all sizes at every stage
in their development. In Switzerland, Forvis Mazars relies on over 400 professionals in ten different offices.

Follow us

LinkedIn:
https://www.linkedin.com/company/forvis-mazars-in-switzerland

Facebook:
https://www.facebook.com/forvismazarsinswitzerland

Instagram:
https://www.instagram.com/forvismazarsinswitzerland

Find out more at www.forvismazars.com/ch

© Forvis Mazars 2024
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